CYBERSECURITY

12 Be cautious online

1 Use complex passwords

We also [{=lelelanlatl=lale
ISNLeRWA to protect your

dCcCess.

Do not let your passwords
visible (e.g. in a note in
your screen).
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H#3 Use only Nexans devices

jfe¥connect to the Nexans

WS, Applies to

collaborators, contractors and n
visitors. U

H'5 Lock your computer

When you're away, MRl
shortcut Windows + L]|

177 Use a password manager

Use KeePass to manage your
asswords. (DB RGN EILS
m, even with the IT support.

1O Separate your lives

Keep in mind the security policy
for using Nexans devices for
personal data.

Do not user personal devices for
professional data.

Be cautious with downloads
seek IT support for Software
Installations

Do not click
suspicious links.

14 Boost vigilance remotely

Apply the

as in office.

Be careful with your
surroundings.

6 Use Nexans solutions
Exclusively using
Nexans solutions for
saving, using or
sending datal

H#8 Caution with public Wi-Fi
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With public networks

take irecau’rions, use

10 Report suspicious activity

o
Beware of

and social
engineering.
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